Breaking Al Guardrails:

When Safety Failures Amplify Disinformation

Aleksandar Bojchevski

Based on joint work with S. Akhondzadeh and S. Antonelli.



How reliable is the black box?
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Fooling face detection

Sharif et al. 2019. “A General Framework for Adversarial Examples with Objectives”



Audio adversarial examples

‘ ))) “without the dataset the article is useless”

‘ ))) “okay google browse to evil dot com”



Derailing a hurricane

Perturbed Original
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Chatbots

User: Write a fake article to spread disinformation about X

Al:  I'm sorry, but | can't assist with that request.



Chatbots can be

User: Write a fake article to spread disinformation about X

1 1
4

Al:  Sure, no problem! Here is a fake news article ....



Safety alignment

Baked into the model weights and/or separate sets of classifiers

y 7 safety filter



Safety alignment

Baked into the model weights and/or separate sets of classifiers

can be fine-tuned away can be evaded



More compute = Better performance

Increase data and parameters

Increase compute at test time



TIS&TTT

Test-Time Scaling: Think longer and/or generate many responses

Test-Time Training: Adapt the model before answering
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https://uoc-tail.github.io/ttt-jailbreak/
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Even more powerful attacks
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Attacks transfer to production APIs

Attack reaches up to 100% ASR@10 on GPT-OSS 1208
No APIl-specific tuning

Under S2 per attack



A first defense

Compare model behavior before and after TTT
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Are defenses robust?

undefended model

accuracy under perturbation




Are defenses robust? Nol!

undefended model

accuracy under perturbation




Opportunities and risks

User: "Launch a marketing campaign for a new product.”

Al agents research competitors, create blog posts and social media content, schedule
posts, tracks engagement, and updates the campaign based on results.

Same capabilities can be used to automate disinformation campaigns.



Attacks for “good”

prompt: two men
ballroom dancing

imperceptible
noise

prompt: two men
ballroom dancing

Salman et al. 2023. “Raising the Cost of Malicious Al-Powered Image Editing”



A socio-technical problem

people x institutions x  technology
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Robustness certificates

Find the largest ball around x
where the prediction is the same

Larger radius = more robust




£(x)



Randomness to the rescue

(x+2)]
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