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Working Hypothesis and Scenarios

4 N

,Cryptographically relevant quantum computers will be
available early in the 2030s.”

(This is not a prediction but rather a guideline for conservative

\_ risk assessment.) .
Scenarios:
IJ
e Store now, decrypt later =) (QUANtUmM-safe encryption GUantu s fecryDlog o

fundamentals, current developments and
recommendations

e Complex migration (e.g. PKI) === quantum-safe authentication
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NIST Standards

July 2022: First Selection
e 1 KEM: Kyber
e 3 DSA: Dilithium, Falcon, SPHINCS

August 2024: Final Standards
e FIPS 203: ML-KEM (Kyber)
e FIPS 204: ML-DSA (Dilithium)
e FIPS 205: SLH-DSA (SPHINCS+)

Current developments

FIPS 204

Federal Information Processing Standards Publication

Module-Lattice-Based Digital

Signature Standard

Category: Computer Security Subcat]

Check for

Information Technology Laboratory
National Institute of Standards and Technology
Gaithersburg, MD 20899-8000

This publication is

available free of charge from

https://doi.org/10.6028/NIST FIPS.204

Published August 13, 2024

“ FIPS 203

* 4thround (BIKE, HQC, Classic McEliece, STHKE)

e Selection of further signatures ongoing

25.11.2024

FIPS 205

Federal Inf D ing Standards Publicati

Stateless Hash-Based Digital Signature
Standard

Category: Computer Security Subcategory: Cryptography

Information Technology Laboratory
= - — “—fnology

e from:

Federal Information Processing Standards Publication

Module-Lattice-Based

Key-Encapsulation Mechanism Standard

Category: Computer Security

Subcategory: Cryptography

Information Technology Laboratory
National Institute of Standards and Technology
Gaithersburg, MD 20809-8000

This publication is available free of charge from
https://doi.org/10.6028/NIST.FIPS.203

Published August 13, 2024

U.S. Department of Commerce
Gina M. Raimondo, Secretary

National Institute of Standards and Technology

plogy
Secretary of Commerce for Standards and Technology
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Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology
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Hybrid Key Exchange: KEM Combiner
Pre-Shared Keys

“Classical” Key PQC Key
Material l | l Material

e Goal:
Construction is secure as long as
at least one of the inputs is secure.

e Currently Standardized :
— CatKDF & CasKDF from ETSI TS 103 744
— The Keccac (SHA3, KMAC) and HMAC
based KDFs from NIST SP 800-56Cr2

e Alternatively: Double encryption

Key Share

Deutschland
Digital-Sicher-BSI

25.11.2024 8



Authentication: Multiple Digital Signatures

Multiple independent signatures: “classical” + PQC, excluding hash-based

(Alternatively: Multiple enveloped signatures)

Signature is valid if and only if all (independent) signatures verify

Concrete proposals @IETF
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BSI Guide ,,Quantum-safe cryptography”

* Federal Office
i oo for Information Security

In 2021 BSI published the guideline
Quantum-safe cryptography — fundamentals, current developments
and recommendations:

K Background on quantum computers, PQC, protocols, QKD\
 Developments in politics, research and industry
e Recommendations for actions (excerpt):

— Preparation: cryptographic inventory!

B | Deutschla
''''' s Digital-
— Hybrid solutions for KEMs and signature schemes LA
i ili -safe cryptography -
— Cryptographic agilit Quantum-safe cry
K yp g p g y fundamentals, current developments and

Migration to Post Quantum recommendations

Cryptography

Recommendations for action by the BSI

Reference: www.bsi.bund.de/dok/pgmigration-en
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http://www.bsi.bund.de/dok/pqmigration-en

BSI Technical Guideline TR-02102-1

e Key Encapsulation Mechanisms:
* FrodoKEM and Classic McEliece
e ML-KEM (intended now standard is available)
e Digital Signature Schemes:
e ML-DSA (intended now standard is available)
e SLH-DSA (intended now standard is available)
o LMS/HSS and XMSS/XMSS MT
e Parameters: NIST security categories 3 and 5

* Only hybrid solutions, i.e. PQC + “Classical”, except for HBS

25.11.2024

Diesignation: Cryptographic Mechanis T
Recommendations and Key Lengths

Abbirevintion:
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BSI‘s current PQC projects

e PQCin the cryptographic library Botan:
— FrodoKEM, Classic McEliece, Kyber

— Dilithium, SPHINCS+, XMSS, LMS/HSS
— TLS 1.3 hybrid key exchange

e PQCin OpenPGP and Thunderbird
— |ETF I-D “PQC for OpenPGP” (coming soon)

— Implementation in Thunderbird and RNP/Botan

— Implementation in GnuPG/libgcrypt

Deutschland
Digital-Sicher-BSI

25.11.2024
13



Optimistic Migration Plan V-PKI

RSA-Root-2023
RSA-Root-2025

Last RSA-CA
Last RSA-Subscriber

PQC-Root-Test .
PQC-Root W
2023 2025 2027 2029 2031 2033 2035
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Netherlands: PQC Migration Handbook

APPLIED CRYFTOGRAFHY AND QUANTUM ALGORITHMS

4 |
! CHYPTOLOGY GROUP
i NETH ﬂ:ﬂLﬂw_mTiDN.l.L COMMURNICATION CURITY AGENCY

Urgent Adopters | Organisations which handle sensitive data or provide critical or long-lived infrastruc-
tures. These organisations should start taking first steps on POC migration as soon as possible. Within this
categary, we have made a distinction betwaen the different kind of organisations that have to move quickly,
depending on why they are at rick of being attacked by & quantum computer.

The PQC Migration

Reqular Adopters | Organisations which do not handle sensitive data and do not provide critical or long-lived
infrastructures with a high rizk of being attacked. These organisations may, for example, still handle sensi-
tive data, but it isunlikely that data is currently being stored for decryption by a future quantum computer.

Handbook

GUIDELINES FOR MIGRATING TO POST-QUANTUM C! TOGRAPHY

her, 7023

Cryptography Experts | Organisations that supply cryptographic standards or infrastructure. The main dif-
ferences between cryptography experts and urgent adopters are that cryptography experts should have
most of the necessary cryptography knowledge for POC migration in house already, and that they are re-
sponsible for cryptographic assets of other organisations as well.

25.11.2024

You are a Standard Developing
Organisation

You are a Cryptographic Infrastructure
Pravider

You are a Provider of Cryptography
Beyond Secure Communication

@ &

!

b

Do you develop or provide cryptographic
standards or protocols?

Do you develop, service or provide
cryptographic infrastructure?

How much of this cryptography i
on advanced cryptographic theory
blockchain, MPC or ZKP?

Do you handle confidential data with a long

You are a Organisationally Sensitive
Data Handler

You are a Personal Data Handler

You are a Critical Infrastructure Provider

You are a Long-lived Infrastructure
Pravider

Rerun this flowcharts for all such organisations
ply for. You also iden 18 Personas

B

that these organisations ide

If you do not have a persona yet, you are a
Reqular Adopter

T

SR

confidentiality span?

Do you handle personal data with 2 long
confidentiality span?

Do you produce systems crucial to
functioning of large bodies of people?

Do you produce systems with along
life-span (more than 10 years]?

Do you supply to at least one organisation
which would answer yes to at least one of
the above questions?

Figure 2.2: Flowchart to determine one's persona. Please
follow all arrows responding to your answer for each question,
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Migration to Quantum-safe Systems

e Acircular and iterative process

e Building blocks of migration iterations
e FW/SW Upgrade and updates
e Multi-KEM and Multi-Signatures (hybrid)
e Public-key infrastructures
e Cryptographic protocols

Take home:

You can start today to build your
cryptography inventory!
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Antonia Weinhold

antonia.weinhold@bsi.bund.de

Bundesamt fir Sicherheit in der Informationstechnik (BSI)
Federal Office for Information Security
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53175 Bonn
www.bsi.bund.de



mailto:antonia.weinhold@bsi.bund.de

	Post-quantum Cryptography: Standardisation & Migration
	Agenda
	Motivation
	Motivation
	Motivation
	NIST Standards
	Motivation
	Motivation
	Foliennummer 9
	Migration
	Motivation
	Motivation
	Motivation
	Optimistic Migration Plan V-PKI
	Motivation
	Foliennummer 16
	Thank you for your attention!

